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ABSTRACT 

Cloud computing provides its users the ability to access computing resources in a convenient and on demand basis. 

Cloud offers the hardware, platform and software 

applications via its IaaS (Infrastructure As a Service), PaaS (Platform As a Service) and SaaS (Software As a 

Service) models.Although, the number of users and thecloud computing applications are growing at a faster rate, 

security remains the biggest challenge in the wide-spread adoption of the cloud computing. Security issues are 

more significant in the SaaS environments because of the high adoption rate and the number of applications. In 

this paper, the security issues in the popular SaaS applications have been presented along with the implementation 

challenges to the secure environments. Tools and technologies are continuously evolving to provide better security, 

to the cloud users. Prominent security applications have been outlined in this paper. 

 

Keywords: Cloud Computing, Security, Risk Management 

 

1. INTRODUCTION 

Cloud computing [1] is a new computing paradigm in which the computer resources (software and hardware) are 

delivered as a service to the users on metered basis (i.e. pay as you use) generally over the Internet.The users pay 

for what and how much they use the services made available by service provider. The users of the cloud services 

are generally called the tenants of the clouds. The word cloud was taken from the cloud symbol that is generally 

used in flowchart and diagram used for Internet. Cloud computing has become a significant technology trend, and 

many experts expect that cloud computing will reshape information technology(IT) processes and the IT 
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marketplace. With the cloud computing technology, users use a variety of devices, including PCs, laptops, smart 

phones and PDAs to access programs, storage, and application – development platforms over the Internet, via 

services offered by cloud computing providers. Advantages of the cloud computing technology include cost 

savings, ��high ��availability, and easy scalability [5],[6],[7]. 

 

Layered Paradigm of cloud 

We can view Cloud computing [1] as a collection of services, which can be represented as a layered cloud 

computing architecture, as shown in Fig.1. These services include software as a service, platform as a service, 

infrastructure as a service and data storage as a service. 

Software-as-a-Service(SaaS)- 

Software As a Service refers to the services offered through cloud computing usually include IT services,which is 

shown on top of the service stack. These applications include business processes, industry application, 

collaboration and other similar application. SaaS allows users to run applications remotely from the cloud as they 

are running applications on their own computers [2],[5]. 

Platform-as-a-Service (PaaS)-  

PaaS evolved from Software as a Service (SaaS), which uses the Internet to host software applications. Platform 

As a Service gives the capability to the consumers to run their own created applications and other tools on service 

provider’s platform. The services provided in this category include middleware, database, development tooling, 

java runtime, web application runtime etc. Consumers have the control over their applications but cannot control 

operating system, storage and other underlying infrastructure of the cloud [2],[6].  
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Infrastructure-as-a-Service(IaaS)- 

Infrastructure As a Service refers to the services which give consumers the capability to use and manage operating 

system, storage, network and other resources available on the cloud but do not have control on underlying cloud 

infrastructure [2],[10]. Characteristics of IaaS include: 

Automated administrative tasks 

Dynamic scaling 

Platform virtualization 

Internet connectivity 

The data - Storage-as-a-Service (d SaaS)- Data Storage As a Service is the service which provides storage to the 

consumer and also includes bandwidth requirements for the storage [2]. You can think of the DaaS model as new 

methods for accessing data within existing data centers. It often provides new architecture designs, like private 

clouds inside a public cloud. Data is usually located in relational databases inside corporate data centers. Because 

data is easily accessible, customers can take immediate action and do not require in-depth understanding of actual 

data 

Cloud Deployment models 

 

Software as a Service 

Platform as a Service 

Fig.1 Service Stack of cloud 

Infrastructure as a Service 

Virtualization 

Data Storage as a Service 
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There are mainly four types of cloud: (i) private cloud, (ii) public cloud, (iii) hybrid cloud and (iv) community 

cloud as shown in Fig.2. 

 
 

Fig.2 Cloud Deployment Models 

  

Private 

Cloud 

Hybrid Cloud Public Cloud 

Community Cloud 
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Private cloud (or internal cloud) [1],[2],[5] refers to cloud computing on private networks. Private clouds are 

built for the exclusive use of one client, providing full control over data, security, and quality of service. Private 

clouds can be built and managed by a c ompany’s own IT organization or by a cloud provider. 

 

In the public cloud (or external cloud) computing resources are dynamically provisioned over the Internet via 

Web applications or Web services from an off-site third-party provider. Public clouds are run by third parties, 

and applications from different customers are likely to be mixed together on the cloud’s servers, storage systems, 

and networks [1],[2]. 

A hybrid cloud environment combines multiple public and private cloud models. Hybrid clouds introduce the 

complexity of determining how to distribute applications across both a public and private cloud [1],[2]. 

 

In Community cloud, the cloud infrastructure is shared by several organizations and supports a specific 

community that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations 

). It may be managed by the organizations or a third party and may exist on premise or off premise [1],[2]. 

Cloud burst 

Cloud burst is a quality of service (QoS) metric used to gauge cloud solution scalability and measure software 

application capability and performance on hosted cloud platforms. Cloud application and service vendors provide 

benchmark performance ratios for total leased infrastructure and ensure maximized application hosting. However, 

a well- designed, scalable, flexible and reliable architecture easily handles network traffic and computing 

requirements, while a poorly-designed architecture will falter when subjected to resource-hungry applications. 

Cloud burst can be either a positive and negative phenomenon that defines a cloud infrastructure's ability to 

handle traffic and computing surges. A positive cloud burst refers to a cloud-based application or 

infrastructure platform that efficiently and capably manages cloud-hosted application scalability. A negative 

cloud burst refers to a cloud-based application or infrastructure's inability to efficiently manage resource 

requirements. 

 

1. SaaS 

Software as a Service (SaaS) [2],[3] is a software deployment model where applications are remotely hosted by 

the service provider and made available to consumers on demand on metered basis, over the Internet. Enterprises 

can take advantage of the SaaS model to reduce the IT costs associated with traditional on-premise applications 

like hardware, patch management, upgrades, etc. On demand licensing can help consumers adopt the "pay-as-
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you-go/grow" model to reduce their up-front expenses for IT purchases. SaaS lets software vendors control and 

limit use, prohibits copies and distribution, and facilitates the control of all derivative versions of their software. 

SaaS centralized control often allows the vendor to establish an ongoing revenue stream with multiple tenants. 

The tenants are provided a protected sandbox view of the application that is isolated from other tenants. Each 

tenant can tune the metadata of the application to provide a customized look and feel for its users. The SaaS 

software vendor may host the application on i ts own private server farm or deploy it on a cloud computing 

infrastructure service provided by a third party provider (e.g. Amazon, Google, etc.). The use of cloud 

computing coupled with the pay-as-you-go (grow) approach helps the application service provider reduce the 

investment in infrastructure services and enables it to concentrate on providing better services to customers. SaaS 

is most often subscription-based and all ongoing support, maintenance, and upgrades are provided by the 

software vendor as part of the service. Application customization capabilities, if available at all, are generally 

provided to all customers in a consistent manner. From the perspective of the software vendor, the SaaS model 

provides stronger protection of its intellectual property, operational control of the environment running the 

software, and generally a repeatable revenue stream from the service subscription fees. Software vendors have 

varying capabilities and applications can come in varying flavors but SaaS applications most typically support 

many unique customers using a single instance of that application, also known as multi-tenancy. SaaS requires 

more care around security than any of other available delivery models. The current best security practices 

associated with application development involve a l ayered approach. Regardless of the software delivery 

model, security cannot be implemented at a s ingle “make or break” point. Instead, security must be layered into 

the network, the servers, the code and the database. Security comes in the form of both active prevention and, 

more recently, intrusion detection. SaaS is a n atural evolution of software. The old model of getting physical 

DVDs and installing on local servers had been the only realistic solution for many years. In fact, the client-server 

model is still required for many scenarios. That said, in recent years a number of developments have allowed 

SaaS to come mainstream. One factor is bandwidth -- the Internet is simply faster than it was a decade ago. Other 

major factors include the evolution of both virtualization and tools in big data. All these advances have made it 

much easier for providers to scale and manage their own infrastructure and thus provide SaaS solutions. SaaS is 

used in a number of common business areas, including customer relationship management, document 

management, accounting, human resource (HR) management, service desk management, content 

management and collaboration, among others. 

There are a f ew major characteristics that apply to most SaaS vendors: 

□ Updates are applied automatically without customer intervention 
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□ The service is purchased on a subscription basis 

□ No hardware is required to be installed by the customer 

SaaS Examples 

 SalesForce CRM (Customer Relationship Management) 

 Google Apps 

 DeskAway 

 Impel CRM 

Wipro w-SaaS 

2. Security Issues 

Cloud infrastructures [3], [20] are just another computer network. This means that Clouds will have the same 

security issues any network infrastructure will have as intrusion detection and prevention etc. It is up to the 

Cloud vendor to determine the level of security required. The following key security elements should be 

carefully considered as an integral part of the SaaS application: 

Selection of SaaS Deployment Model 

The SaaS security challenges differ depending upon the deployment model being used by the vendor (i.e public 

cloud or private cloud). SaaS vendors may choose to deploy the security solution either by u sing a public cloud 

vendor or host it themselves. Dedicated public cloud providers such as Amazon help to build secure SaaS 

solutions by providing infrastructure services that aid in ensuring perimeter and environment security. This 

involves the use of firewalls, intrusion detection systems, etc. A self-hosted SaaS deployment, however, 

requires the vendor to build these services and assess them for security vulnerabilities. 

Data Security 

In a traditional on-premise application deployment model, the sensitive data of each enterprise continues to reside 

within the enterprise boundary and is subject to its physical, logical and personnel security and access control 

policies. However, in the SaaS model, the enterprise data is stored outside the enterprise boundary, at the SaaS 

vendor end. Consequently, the SaaS vendor must adopt additional security checks to ensure data security and 

prevent breaches due to security vulnerabilities in the application or through malicious employees. This involves 

the use of strong encryption techniques for data security and fine- grained authorization to control access to data. 

Network Security 

In a SaaS deployment model, sensitive data is obtained from the enterprises, processed by the SaaS application 

and stored at the SaaS vendor end. All data flow over the network needs to be secured in order to prevent leakage 

of sensitive information. This involves the use of strong network traffic encryption techniques such as Secure 
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Socket Layer [SSL] and the Transport Layer Security [TLS] for security. 

Regulatory Compliance 

The SaaS deployment needs to be periodically assessed for conformance to regulatory and industry standards. 

Data privacy has emerged as an other significant challenge. Different countries have their distinct privacy 

regulations about how data needs to be secured and stored. These might lead to conflicts when the enterprise data 

of one country is stored in data centers located in another country. 

Data Segregation 

In a mature multi-tenant SaaS architecture, the application instances and data stores may be shared across 

multiple enterprises. This allows the SaaS vendor to make more efficient use of resources and helps achieve 

lower costs. At the same time, sufficient security checks need to be adopted to ensure data security and prevent 

unauthorized access to data of one tenant by users from other tenants. This involves hardening the data store as 

well as the application to ensure data segregation. In case the SaaS application is deployed at a third party cloud 

vendor, additional safeguards need to be adopted so that data of an application tenant is not accessible to other 

applications. 

Availability 

The SaaS application needs to ensure that enterprises are provided with service around the clock. This involves 

making architectural changes at the application and infrastructural levels to add scalability and high availability. 

A multi-tier architecture needs to be adopted, supported by a load-balanced farm of application instances, 

running on a variable number of servers. Resiliency to hardware/software failures, as well as to denial of service 

attacks, needs to be built from the ground up within the application. At the same time, an appropriate action 

plan for business continuity and disaster recovery needs to be considered for any unplanned emergencies. This 

is essential to ensure the safety of the enterprise data and minimal downtime for enterprises. 

Backup 

The SaaS vendor needs to ensure that all sensitive enterprise data is regularly backed up to facilitate quick 

recovery in case of disasters. Also the use of strong encryption schemes to protect the backup data is 

recommended to prevent accidental leakage of sensitive information. The users need to separately encrypt their 

data and backups so that it cannot be accessed or tampered with by unauthorized parties. 

3. Implementation Challenges Identity Management 

Cloud providers [4] themselves aren't always sophisticated about integrating their platforms with identity 

services that exist behind the enterprise firewall. There are some third-party technologies that let IT extend role- 

based access controls into the cloud with single sign-on Identity and access management in the cloud has a long 
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way to go, according to the Cloud Security Alliance, an industry group. This is a field that is still in the early 

stage “Managing identities and access control for enterprise applications remains one of the greatest challenges 

facing IT today," according to research from the Cloud Security Alliance. While an enterprise may be able to 

leverage several cloud computing services without a good identity and access management strategy, in the long 

run extending an organization's identity services into the cloud is a n ecessary prerequisite for strategic use of 

on-demand computing services 

Cloud Computing Standards 

There are few standard are available for cloud security but they are not as strong as we expect. For example ISO 

27001 (an information security specification published by the International Organization for Standardization in 

Switzerland) is not perfect but it's a step in the right direction," Experts says. "It's the best one out there, but that 

doesn't mean it's sufficient." There's no guarantee that your data will be safe with an ISO 27001-compliant 

vendor, however. Google, like other vendors, have strict privacy policies for their employees. But those policies 

reportedly did not prevent Barksdale from accessing Google Voice call records and Gmail and Google Chat 

accounts of several Google users, and he was subsequently fired. 

Security Analysis 

The ability to analyze the security of SaaS applications [4],[17] is more limited than the ability to analyze the 

security of in-house systems, but that shouldn't prevent customers from demanding proof of vendor claims. 

Cloud vendors argue that they are more able to secure data than a typical customer, and that SaaS security is 

actually better than most people think. But some customers find this hard to believe because SaaS vendors tend 

to be rather secretive about their security processes. In particular, many cloud service providers release very few 

details about their data centers and operations, claiming it would compromise security. However customers and 

industry analysts are getting fed up with all the unanswered questions and hush-hush nondisclosure agreements. 

Risk Analysis 

One major benefit of software-as-a- service is that business applications can be accessed wherever there is 

Internet connectivity which also poses new risks. Coupled with the proliferation of laptops and smart phones, 

SaaS makes it even more important for IT shops to secure endpoints. Maintaining control over e- mails and 

documents is easier when those files are stored on your local servers, rather than in the cloud. Enterprises that 

make use of SaaS need to implement policies to control connectivity. 

Data Centre Locations 

In highly virtualized systems, data and virtual machines can move dynamically from one country to another in 

response to load balancing needs and other factors. There's nothing stopping you from moving a VM from one 
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place in the world to somewhere else, and more importantly, there's no w ay to audit that at any sort of scale. 

Continuously Evolving Nature 

User requirements are continuously evolving, as ar e the requirements for interfaces, networking, and storage. 

This means that a “cloud,” especially a public one, does not remain static and is also continuously evolving. 

4. Security-as -a Service 

Security-as-a-service (SaaS) [19],[20] is an outsourcing model for security management. Typically, Security as 

a Service involves applications such as anti-virus software delivered over the Internet but the term can also refer 

to security management provided in- house by an external organization. Security-as-a-Service offers a number 

of benefits, including: 

 Constant virus definition updates that are not reliant on user compliance. 

 Greater security expertise than is typically available within an organization. 

 Faster user provisioning. Outsourcing of administrative tasks, such as log management, to save time and 

money and allow an organization to devote more time to its core competencies. 

 A Web interface that allows in- house administration of some tasks as w ell as a v iew of the security 

environment and on- going activities. 

Cloud computing, hosted services and applications on demand have redefined how users interact with data, but 

security solutions are still stuck in the past, hindered by arcane architecture and localized thinking. The market 

demands a b etter way to implement and manage security, while eliminating the liabilities of the past and looking 

to the future. The time is now to evolve security to meet the needs of the Web 2.0 w orld and that evolution will 

come from the adoption of Software as a Service (SaaS) based security solutions that eliminate the disadvantages 

of traditional security products. Security as a Service is showing strong promise, not only as a means of closing 

existing tactical gaps in security management, but as a new way to approach or extend security strategy. One of 

the examples of Security as a service is McAfee. McAfee is providing McAfee Security as a S ervice to the 

organization or industries over Internet. McAfee Security-as-a-Service solutions are designed to provide 

organizations with a comprehensive set of security products built in a Software-as-a- Service (SaaS) model [22]. 

This strategy takes advantage of McAfee’s core strength in threat prevention, a diverse SaaS portfolio, and our 

industry-leading Global Threat Intelligence, powered by McAfee Labs. McAfee Security-as-a-Service solutions 

are available over the internet, managed by McAfee and provided on a subscription basis. By running security 

as a cloud-based solution, you can reduce your capital investment, eliminate onsite administration, and reallocate 

IT resources to projects better aligned to your initiatives. And with McAfee Security-as-a-Service solutions, you 

get immediate, up-to-the-minute threat protection to ensure your data, systems, and networks are instantly and 

mailto:editor@ijermt.org
http://www.ijermt.org/


International Journal of Engineering Research & Management Technology                            ISSN: 2348-4039 

Email:editor@ijermt.org                      May- June 2023 Volume-10, Issue-3                          www.ijermt.org 

Copyright@ijermt.org                                                                                                                                Page 66 

always secure. Easy on t he budget, McAfee Security-as-a-Service solutions deliver peace of mind. The volume 

and complexity of Web, email, and data security threats today pose a huge security challenge for organizations, 

and many lack the resources to address these threats effectively. The growing number of mobile workers, 

economic constraints, and regulatory compliance compound the security dilemma. Security professionals are left 

wondering where to turn for the right solution. One technology that is meeting these challenges head on is 

Security-as-a- Service (SaaS). SaaS is increasing in popularity as an effective and lower total-cost delivery 

platform. Organizations of all sizes are now looking to SaaS to reduce the cost of deploying and managing Web 

and email security across their headquarters, branch offices, and mobile workforce. Advances in cloud 

computing and the increased capacity and functionality of cloud-based services have led to a significant increase 

in the adoption rate for SaaS [23]. Despite this upward trend, some organizations remain reluctant to adopt 

SaaS due to concerns that it does not provide the same coverage, reliability, and control as on-premise platform-

based solutions. But an effective SaaS solution is entirely capable of addressing these concerns. The introduction 

of a hybrid deployment model that has unified administration is an example of such a solution. This model 

enables the simultaneous deployment of on- premise and cloud-based services at different points in the 

enterprise, providing comprehensive protection along with control via a single management interface [23]. 

5. CONCLUSION 

Cloud computing is the powerful technology for delivering computing services like application software, storage, 

network bandwidth and computing power to the consumes on an as needed basis. This has been evolving and 

continues to evolve. The Software as a Service (SaaS) model offers customers significant benefits, such as 

improved operational efficiency and reduced costs. However, to overcome customer concerns about application 

and data security, vendors must address above issues. Cloud computing is a new technique but security 

challenges are old one. We u se almost the same techniques of security in cloud computing as w e are using in 

traditional networks but difference is that cloud is a multi-tenant environment with more than one company 

sharing the same cloud service provider. Because of multi- tenant risk are severe and difficult to manage. 

Examples of previous “cloud computing” capabilities include hosted mainframes (more than 40 years), hosted file 

and mail servers (AT&T, IBM in the early 90’s), and software services like SalesForce.com. The security of the 

cloud should be equal to the most risky client that the provider has. The number of on demand application and 

users increases today so raises the security issues. So security should be placed on both end (at service provider 

end and consumer end). 
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